
Permission to make digital or hard copies of part or all of this 
work or personal or classroom use is granted without fee 
provided that copies are not made or distributed for profit or 
commercial advantage and that copies bear this notice and the 
full citation on the first page.  To copy otherwise, to republish, 
to post on servers, or to redistribute to lists, requires prior 
specific permission and/or a fee.   

RBAC 2000, Berlin, Germany 
© ACM 2000 1-58113-259-x/00/07 ...$5.00 
 

47


Some text in this electronic article is rendered in Type 3 or bitmapped fonts, and may display poorly on screen in Adobe Acrobat v. 4.0 and later. However, printouts of this file are unaffected by this problem. We recommend that you print the file for best legibility.



48



49



ROLES
PERMISS-

IONS

PERMISSION

USERS

ASSIGNMENT

USER

ASSIGNMENTU R

UA PA

P

50



51



ROLES
PERMISS-

IONS

PERMISSION

HIERARCHY

ROLE

USERS

ASSIGNMENT

USER

ASSIGNMENTU

UA PA

PR

RH

52



Quality
Engineer 1

(QE1)

Engineer 1 (E1) Engineer 2 (E2)

Production

(PE2)
Engineer 2

(QE2)

Quality
Engineer 2

Engineering Department (ED)

Production

(PE1)
Engineer 1

(a) A Inverted Tree Hierarchy

Quality
Engineer 1

(QE1)

Director (DIR)

Project lead 1 (PL1) Project lead 2 (PL2)

Production

(PE2)
Engineer 2

(QE2)

Quality
Engineer 2

Production

(PE1)
Engineer 1

(b) A Tree Hierarchy

Quality
Engineer 1

(QE1)

Director (DIR)

Project lead 1 (PL1)

Engineer 1 (E1)

Project lead 2 (PL2)

Engineer 2 (E2)

Production

(PE2)
Engineer 2

(QE2)

Quality
Engineer 2

Engineering Department (ED)

Production

(PE1)
Engineer 1

(c) A General Hierarchy

Quality
Engineer 1

(QE1)

Project lead 1 (PL1)

Engineer 1 (E1)

Project lead 2 (PL2)

Engineer 2 (E2)

Production

(PE2)
Engineer 2

(QE2)

Quality
Engineer 2

Engineering Department (ED)

Production

(PE1)
Engineer 1

(a) No Seniormost Role

Quality
Engineer 1

(QE1)

Director (DIR)

Project lead 1 (PL1)

Engineer 1 (E1)

Project lead 2 (PL2)

Engineer 2 (E2)

Production

(PE2)
Engineer 2

(QE2)

Quality
Engineer 2

Production

(PE1)
Engineer 1

(b) No Juniormost Role

Quality
Engineer 1

(QE1)

Project lead 1 (PL1)

Engineer 1 (E1)

Project lead 2 (PL2)

Engineer 2 (E2)

Production

(PE2)
Engineer 2

(QE2)

Quality
Engineer 2

Production

(PE1)
Engineer 1

(c) No Seniormost or Juniormost Role

53



Project Supervisor

Project Member

Test Engineer Programmer

(a)

Project Member

Test Engineer Programmer

Project SupervisorTest Engineer’ Programmer’

(b)

54



ROLES
PERMISS-

IONS

PERMISSION

HIERARCHY

ROLE
SOD CONSTRAINTS

USERS

ASSIGNMENT

USER

ASSIGNMENTU

UA PA

PR

RH

ROLES
PERMISS-

IONS

PERMISSION

HIERARCHY

ROLE
SOD CONSTRAINTS

user roles
.
.

.

USERS

ASSIGNMENT

USER

ASSIGNMENTU

UA PA

PR

RH

SESSIONS

S

Acct. Recv.

Supervisor

Billing

Supervisor

Cashier

Supervisor

Accts. Recv.

Clerk

Billing

Clerk

Cashier

Accounts

Receivable

Accounting

Static SOD Inheritance

55



ROLES
PERMISS-

IONS

PERMISSION

HIERARCHY

ROLE
SOD CONSTRAINTS

USERS

ASSIGNMENT

USER

ASSIGNMENTU

UA PA

PR

RH

ROLES
PERMISS-

IONS

PERMISSION

HIERARCHY

ROLE
SOD CONSTRAINTS

user roles
.
.

.

USERS

ASSIGNMENT

USER

ASSIGNMENTU

UA PA

PR

RH

SESSIONS

S

56



57



58



59



60



61



62



63


