
integrity properties do not uniquely determine how an

Starship Objective Destination TC update by a c-user to R= should be reflected in updates

Enterprise U Spying s Rigel S s to Rc,>c. Several different options have been proposed

Enterprise U Exploration U null U u [4, 7, 10, 11]. In this paper we will adopt the minimal

propagation ruk [7] which introduces exactly those tu-

Figure 20: SODs
pies in R=,>= that are needed to preserve inter-inst ante

property, i.e., put i?and t’t(if tllexists and survives

subsumption) in each R=, > ~ and nothing else,

Starship Objective I Destination I TC I Formally, the effect of the update operation is again

Enterprise U Spying

~

best explained by focusing on a particular tuple t in S.

Enterprise U Exploration U Ihgel
Let Ak be an attribute in the SET clause such that: (i)

t[ckl = c and (ii) t[Akl = z where z is non-null. That

Figure 21: SODS

not introduce an additional tuple to hide the effect of

this update from U-users. On the other hand suppose

the same UPDATE statement, viz.,

UPDATE SOD

SET Objective = Spying

WHERE Starship = ‘Enterprise’ AND

Destination = ‘Rigel’

was executed by a S-user in cent ext of figure 13. Prior

to the update U-users see the instance in figure 12 and

therefore must continue to do so after the update. To

achieve this SODs changes from figure 13 to figure 20.

The first tuple in figure 20 is the tuple t’dictated by

the usual replacement semantics. The second tuple is

the i?ltuple introduced to hide the effect of the update

from U-users and maintain inter-instance integrity. It

should be noted that figure 21 also achieves these two

goals. However it does so at the cost of a spurious asso-

ciation between Rigel and Exploration which is avoided

in figure 20.

VVe now give a formal definition of the ttttuple in-

troduced to close the covert channel, It is defined as

follows.

tt’[Ak, Ck]=
{

t[Ak,Ck] t[ck]< C

<rid} t[J&] > t[ck] = C

To summarize each tuple t E S is replaced by t’ and
possibly in addition by t“ (if t“ exists). The update is

successful if the resulting relation satisfies polyinstan-

tiation integrity. Otherwise the update is rejected and

the original relation is left unchanged.

5.2.3 Effect Above the User’s Access Class

Next consider the effect of the update operation on

RCI>.. This of course assumes that the update oper-

ation on R= was successful. Unfortunately, the core

. . ,,-.
is the c-user is actually changing a non-null value of

t [Ak] at his own level to sk. Now consider RCI>=. Due

to polyinstantiation there may be several tuples u in

%>. which have the same apparent primary key as t
(i.e., UIA1, Cl] = t[A1, Cl]) and match t in the Ak and

Ck attributes (i.e., ‘u[Ak, Ck] = t [Ak, Ck]). To m~ntain

polyinstantiation integrity (i.e., propert y 4 of section 3)

we must therefore change the value of u[Ak] horn z to

sk. This requirement is forma~y stated as follows.

1. For every Ak E SET clause with t[Ak] # null let

U = {u E Rct>c :
UIA1, Cl] = t[A1, Cl] A

}I@k , Ck] = t[Ak,Ck]

Polyinstantiation integrity dictates that we replace

every u c U by Ut identical to u except for

U’[Ak,Ck] = <sk, c>

This rule applies cumulatively for different Ak’s in

the SET clause.

This requirement is an absolut e one and must be ripjdly

enforced by the DBMS. The next requirement is im-

posed by the inter-instance integrity property of sec-

tion 4.

2. To maintain inter-instance integrity we insert i!

and t’1(if it exists and survives subsumption) in

R.,>c.

This second requirement is a weaker one than the first,

in that inter-instance integrity only stipulates what

minimum action is required. We can insert a number of

additional tuples v in R=, >C with u [Al, Cl] = t’[Al, Cl]

so long as the core integrity properties are not violated.

In particular if t’subsumes the tuple in a({v}, c) inter-

instance integrity is still maintained. Minimal propa-
gation makes the simplest assumption in this case, i.e.,

only ttand i?!are inserted in R=,>= and nothing else is

done.
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5.3 The DELETE statement

The DELETE statement has the following general form:

DELETE

FROM R=

[WHERE ~]

Here, p is a predicate expression which helps identify

those tuples in RC that are to be deleted. The intent

of the DELETE operation is to delete those tuples t in

R. that satisfy the given predicate. But in view of the

k-property only those tuples t that additionally satisfy

t[Z’C] = c are deleted from RC. In order to maintain

inter-instance integrity polyinstantiated tuples are also

deleted from R=, >=.

In particular, if t[C1] = c, then any polyinstanti-

ated tuples in R=,>= will be deleted from Rct>c, and

so the entity that t represents will completely disap-

pear from the multilevel relation. On the other hand

with t[C1] < c the entity will continue to exist in &[cll

and in RCJ>:[cl].

6 FUTURE WORK

In this paper, we have examined the entity integrity

requirement and the semantics of various update op-

erations in the context of multilevel relations. These

concepts were suitably generalized to deal with polyin-

st antiation.

This paper is part of an effort to develop better un-

derstanding of the interactions between multilevel se-

curity and the relational model. This paper points out

clearly how subtle this interaction can be.

We believe that there is much more interesting work

that remains to be done in this area (see, for example,

[6]). In particular we would like to give a complete and

formal set of principles that can help with design and

implementation of multilevel secure relational DBMSS.

Initial steps have been taken in this direction in the

present paper, but more remains to be done.
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