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• The Internet of Things (IoT) is a new technology paradigm envisioned as 
a global network of machines and devices capable of interacting with 
each other.

Introduction & Motivation
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• One of the most popular domains for deploying smart connected devices 
is the smart home.

• Surprisingly, little attention has been paid to access control in home IoT.

• AC issues have been explored extensively for many different domains. 

Introduction & Motivation
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• Home IoT is significantly different from traditional domains in:

o In home IoT we have many users who use the same device, for example: 
smart door lock, smart light,.. .

oThe majority of IoT devices do not have screens and keyboards making 
them hands free for convenience while making authentication and access 
control more challenging. 

oHouse residents usually have complex social relationship between them, 
which introduce a new threat model, e.g. an annoying child trying to control 
the smart light in his sibling’s room, a current or ex-partner trying to abuse 
one or all house residents.

oSmart home things are usually constrained resources in term of 
computational power, communication, and storage.

Introduction & Motivation
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• The characteristics that make IoT distinct from prior computing domains 
necessitate a rethinking of access control and authentication [1].

• The need arises for a dynamic and fine-grained access control 
mechanism, where users and resources are constrained [2].

• Why focus on the home rather than general IoT? 

We believe that smart homes provide a rich yet scoped environment where we 
have limited number of users who want to access limited number of shared 
constrained smart things with different privileges. Such scoping is necessary to 
develop an initial set of models. In future these scoped models can be adapted 
and evolved to address the access control requirements of other IoT domains, 
such as a smart office, a smart classroom or a smart city.

Introduction & Motivation
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• Based on the literature review that we have done, we believe that a 
smart home IoT access control model (whether it is device to device 
(D-D), user to device (U-D) or both) should exhibit, at least, the 
following characteristics:

1. Dynamic, to capture environment and object contextual information.

2. Fine-grained, so that a subset of the functionality of a device can be authorized 
rather than all-or-nothing access to the device.

3. Suitable for constrained smart home devices.

Our Criteria for Smart Home IoT Access
Control Models
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4. Constructed specifically for smart home IoT or otherwise be interpreted for the 
smart home domain such as by appropriate use cases. To ensure that the model 
is suitable for smart home different specifications such as, social relationships 
between house members, cost effectiveness, usability, and so on

5. The model should be demonstrated in a proof-of-concept, to be credible using 
commercially available technology with necessary enhancements.

6. The model should have a formal definition, so that there is a precise and rigorous 
specification of the intended behavior. 

• We investigated literature’s IoT access control models that govern user 
to device access against our criteria, and notably no model satisfies all 
desired specifications.
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• In smart houses we have two types of adversaries:  

a- Outsider hacker who is trying to get digital or physical access to the 
house by exploiting system vulnerabilities.

Our Threat Model
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b- The household members themselves. The insiders who have 
legitimate digital and physical access to the house, such as family 
members, guests, and workers.
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• The intention for legitimate users to break down the access control 
system of the smart home may vary; some examples may be:

• Curiosity (a kid playing with the oven setting).

• Disturbing other family members (a kid locking his brothers outside the house). 

• Disobedience (a kid is trying to watch TV outside the allowed entertainment time).

• Robbery (a worker getting access to the camera system and adjust it to shutdown at 
a certain time). 

 The central focus of our paper is making sure that those legitimate 
users get access only to what they are authorized to by the house 
owner.

Our Threat Model



The EGRBAC Model
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EGRBAC Model Formalization
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EGRBAC Model Formalization
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The EGRBAC Model
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• The main idea in EGRBAC as a whole is that a user is assigned to a set of roles 
and according to the current active sessions, and current active environment roles 
some role pairs will be active, the user will get access to the permissions assigned 
to the device roles which are assigned to the current active role pairs.
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Use Case
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The objective is to allow kids to access a subset of permissions (On, 
Off, and PG contents) in entertainment devices (TV, DVD) during 
weekend evenings only.
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Use Case
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• A constraint is an invariant that must always be maintained.



Constraints
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1. Permission-role constraint



Constraints
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𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿

𝑂𝑂𝑂𝑂 𝑂𝑂𝑂𝑂𝑂𝑂

𝑈𝑈𝑈𝑈𝑈𝑈𝐿𝐿𝐿𝐿𝐿𝐿

• These constraints prevent specific roles from getting access to specific 
permissions.

• For example, what if we want to prevent future assignment of dangerous 
permissions to the role Kids (which could happen inadvertently by the 
homeowner)?



• To prevent such situations, EGRBAC incorporates constraints that forbid 
such assignment. Formally:

PR 𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪 ⊆ 𝟐𝟐𝑷𝑷 × 𝟐𝟐𝑹𝑹 constitute a many to many subset of permissions to 
subset of roles relation.

• Each prc = 𝑃𝑃𝑖𝑖 ,𝑅𝑅𝑗𝑗 ∈ 𝐶𝐶𝐿𝐿𝑈𝑈𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑈𝑈𝐶𝐶𝐶𝐶 specifies the following invariant:

For every 𝑝𝑝𝑚𝑚 ∈ 𝑃𝑃𝑖𝑖 and every 𝐶𝐶𝑛𝑛 ∈ 𝑅𝑅𝑗𝑗 :
∀𝑪𝑪𝒑𝒑𝒑𝒑∈𝑹𝑹𝑷𝑷, 𝒅𝒅𝑪𝑪𝒒𝒒∈ 𝑫𝑫𝑹𝑹 𝑪𝑪𝒑𝒑𝒑𝒑,𝒅𝒅𝑪𝑪𝒒𝒒 ∈ 𝑹𝑹𝑷𝑷𝑫𝑫𝑹𝑹𝑹𝑹 ⇒ 𝒑𝒑𝒎𝒎,𝒅𝒅𝑪𝑪𝒒𝒒 ∉ 𝑷𝑷𝑫𝑫𝑹𝑹𝑹𝑹 ⋁ (𝑪𝑪𝒑𝒑𝒑𝒑. 𝑪𝑪 ≠ 𝑪𝑪𝑪𝑪)

Constraints
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2. Static separation of duty:



If a user is authorized as a member of one role, the user is prohibited from 
being a member of a second conflicting role [16].

Constraints
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ParentsKids

𝑺𝑺𝑺𝑺𝑫𝑫𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪 ⊆ 𝑹𝑹 × 𝟐𝟐𝑹𝑹 constitute a many to many role to a subset of mutually 
exclusive roles relation. 

• Each 𝐶𝐶𝐶𝐶𝑑𝑑𝐿𝐿 = 𝐶𝐶𝑖𝑖 , 𝑅𝑅𝑗𝑗 ∈ 𝑆𝑆𝑆𝑆𝑆𝑆𝐶𝐶𝐿𝐿𝑈𝑈𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑈𝑈𝐶𝐶𝐶𝐶 specifies the following invariant:

(∀𝒖𝒖𝒎𝒎 ∈ 𝑼𝑼)(∀𝑪𝑪𝑪𝑪 ∈ 𝑹𝑹𝒋𝒋)[ 𝒖𝒖𝒎𝒎, 𝑪𝑪𝑪𝑪 ∈ 𝑼𝑼𝑹𝑹 ⇒ 𝒖𝒖𝒎𝒎, 𝑪𝑪𝑪𝑪 ∉ 𝑼𝑼𝑹𝑹]



Constraints
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3. Dynamic separation of duty:



With DSD it is permissible for a user to be authorized as a member of a set of roles 
which do not constitute a conflict of interest when acted in independently but 
produce policy concerns when allowed to be acted simultaneously in the same 
session [16].

Constraints
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Studying 
abroad KidsKids

𝑫𝑫𝑺𝑺𝑫𝑫𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪𝑪 ⊆ 𝑹𝑹 × 𝟐𝟐𝑹𝑹 constitute a many to many role to a subset of active 
mutually exclusive roles relation. 

• Each 𝑑𝑑𝐶𝐶𝑑𝑑𝐿𝐿 = 𝐶𝐶𝑖𝑖 , 𝑅𝑅𝑗𝑗 ∈ 𝑆𝑆𝑆𝑆𝑆𝑆𝐶𝐶𝐿𝐿𝑈𝑈𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑈𝑈𝐶𝐶𝐶𝐶 specifies the following invariant:

(∀𝑪𝑪 ∈ 𝑺𝑺)(∀𝑪𝑪𝑪𝑪 ∈ 𝑹𝑹𝒋𝒋)[ 𝑪𝑪, 𝑪𝑪𝑪𝑪 ∈ 𝑺𝑺𝑹𝑹 ⇒ 𝑪𝑪, 𝑪𝑪𝑪𝑪 ∉ 𝑺𝑺𝑹𝑹]



Enforcement Architecture

27

World-Leading Research with Real-World Impact!

• Adapted from [17]
• There are two types of requests: A- Local requests. B- Remote requests.
• We implemented our  model using AWS IoT service.
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• We conducted a performance test to depict how our system responds in 
different scenarios with different loads.

• The results show that our model is functional, and applicable.  

Performance Analysis
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• We propose the EGRBAC access control model for smart home 
IoT.

• Our model’s main goal is to ensure that legitimate users are only 
permitted to use the devices which they are allowed to access 
under the appropriate conditions.

• It is a dynamic, fine-grained model. 

• In the future we are planning, to develop a family (or series) of 
models ranging from relatively simple and complete to 
incorporating increasingly sophisticated and comprehensive 
features.

Conclusion
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Thank You
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