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INTRODUCTION » Cluster Resource and Applications Access: In Hadoop ** As shown in Figure 2, there are two sets of permissions—
. _ . f et 2.X, Apache YARN offers capacity (or fair) scheduler Hadoop service permissions (HS-PRMS) and service object
* Apache "'ad°°!° ',S an important ramework. or faul.t- gueues, wWhich restrict cluster resources to authorized permissions (OBJECT-PRMS).
tolerant and distributec Ist(;rage ?nd prc.)c;]esaag of Big users. Each queue has associated ACLs which determine “* OBJECT-PRMS can be set on object or object tags
Data. Hadoop 2.x core plat or.m along with ot erffopen- the set of wusers allowed to submit or modify associated with objects (shown by object-tag).
sourcettoolstsuch atfl Apache I:'(“'e;c S”torr:, HBaseBQ e|; in applications inside the cluster. ¢ A subject S created by user will get all OBJECT-PRMS and
ccosystem 1o enable Users 1o Tully nharness blg Ldla HS-PRMS permissions of its creator user.
potential. HADOOP ECOSYSTEM ACCESS CONTROL P
** Multi-Tenant Hadoop Data Lake can jeopardize the MODEL (HEAC) PROPOSED EXTENSIONS
confidentiality and integrity of data and cluster resources if . . . , ,
. ** The model covers capabilities offered by Hadoop 2.x core ** We outline strategies to reformulate HeAC model to more
they are not protected from nefarious actors. ,
. . and Apache Ranger and Sentry. Apache Ranger allows acceptable and generalized access models:
** Apache Ranger and Apache Sentry provide access control , o ,
_ . object permissions to user and groups, whereas Apache » Role Based Model: A pure RBAC can be implemented
capabilities to several ecosystem components by offering , o , , o ,
. . . . Sentry assigns permissions to roles, which are assigned to where permissions are assighed only to roles and user
centralized policy administration and enforcement through _ ,
groups and through groups to member users. and groups are assigned to roles. This approach also

plugins.

* In this work we discuss the access control model for
Hadoop ecosystem (referred as HeAC) used by Apache
Ranger (release 0.6) and Sentry (release 1.7.0) along with
Hadoop 2.x native authorization capabilities. This multi-
layer model provides several access enforcement points to
restrict unauthorized users to cluster resources.

AUTHORIZATION IN HADOOP ECOSYSTEM

¢ Multi-layer Authorization in Hadoop Ecosystem offers ,H
Defense in Depth approach.

presents a novel way to combine RBAC and object
attributes (Tags) beyond NIST strategies.
¢ NIST proposed strategies for adding attributes to RBAC:

» Dynamic Roles: This involves attributes of users and
environment for user to role assignment. Policy rules are
defined using policy language which includes attributes
and corresponding roles.

» Attribute Centric: This a pure attribute based approach
where authorization policies comprising attributes are
defined and access decision is made based on attributes
of ecosystem services or objects and users.

» Role Centric: In this approach, a user is assigned initial
set of permissions through roles but these permissions
are reduced based on attributes of entities. Filtering
functions are defined using attributes based policies,
which are checked to determine the final set of
permissions of a user.

es-operations

________________________ “4—pp many to many +—»» One to many

|

: .-———EDI—IEE———T—I:I Policy ‘:setpcrln:la
1 |

- |

e eceececae-, ADMIN

i i | :
| ; I : I i
i I
original @ es operations ob Accessing:
= = | GATEWAY ' C )J |
request | ES Data . @
i : W
. I | @ I
N R
| aCCess Map-Reduce
|
|
|

——— # implicit assignment

OBJECT-PRMS
Figure 2: The Conceptual HeAC Model

» Ecosystem Services (ES): Set of services such as HDFS,
Apache Hive, Apache HBase, Apache Kafka etc., which

1-PAP, 2-PIP

lob ES
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