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» Contribution

** An Attribute Based Access Control Model to enable
collaboration between trusted tenants

s Cross-tenant attribute assignment
**Users cross-tenant access consistent with trust relation

» Scope
s Infrastructure-as-a-Service (laaS)
*»*Single cloud
**Multi-tenant
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» Multi-tenancy

**From Cloud Service Provider (CSP) perspective
O Each customer bounded to a tenant, isolated from each other
0 Manages its own users and cloud resources

**Tenant owner
O An individual
O An organization
0 A department of an organization
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» Attributes are name:value pairs
**Represents user and resource properties

» Associated with
s Users
**Objects
s*Tenants
s*Contexts

» Converted to rights by authorization policies
**In-time
**Entity attributes
**Set of actions

World-Leading Research with Real-World Impact!



I.C-S Why Another Model

The Institute for Cyber Security

» ABAC

**RBAC shortcomings needs custom extension

O For example real time environmental parameters.

** ABAC is more flexible

0 Accommodate environmental parameters.

> MT-ABAC
s Multi-tenancy
+¢*Collaboration consistent with trust
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Set of actions
typically = {create, read, update, delete}
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Finite set of user and object attribute functions

UATT OATT
1 1

A user attribute function °

Such as Role for a
-——

specific user U4 returns Association Access Decision
cloud _admin
Role(U ) = cloud_admin

Policy Configuration point
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> Attribute Functions

FEach attribute function maps elements in U and O to atomic or set values

as follows.

Scope(uatt) if attType(uatt) = atomic
uat ATT.uatt : .
Yuatt € U watt : U — {QScr)pe(uﬂ,tt} ’Ef att‘Type(uaft) — set

Scope(oatt) if attType(oatt) = atomic

voatt € OATT.oatt : O — {25““(0‘”” if attType(oatt) = set
> Authorlzatlon POI |Cy As_s,c;:i;ti’on Access Decision

For each a € A, Authm'-'.iza.tioqzzu : U,0: 0) is a propositional logic predicate
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Finite set of existing tenants

trustedTenants

Each user and object owned
by a single tenant

-——-> — «—
Association  Access Decision  Many-to-one Many-to-many
atomic-valued function set-valued function
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Required atomic-valued attribute
function mapping users and
trustedTenants  ppjects to owner tenant

! uattOwner

@ userOwner

objOwner

-——-> — «—
Association  Access Decision  Many-to-one Many-to-many
atomic-valued function set-valued function
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Required atomic-valued meta-attribute
function mapping user and object

attributes to owner tenant
trustedTenants

oattOwner

objOwner
(o)~
———— — “—>
Association  Access Decision  Many-to-one Many-to-many

atomic-valued function set-valued function
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Each tenant assigns values
to attributes it owns

trustedTenants

oattOwner

objOwner
(o)~
———— — “—>
Association  Access Decision  Many-to-one Many-to-many

atomic-valued function set-valued function
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» Tenant-trust type-f3

“@If Ty Sp Tg, tenant Ty is authorized to assign values

for Ty's user attributes to tenant T, 's users. Tenant
T controls tenant-trust existence while Ty controls

cross-tenant attribute assignments.
tenant Ty

I \\\\ I
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trustedTenants

oattOwner
Required set-valued attribute

function mapping a tenant to objOwner
the power set of trusted

tenants \
Auth O )--

-——-> — «—
Association  Access Decision  Many-to-one Many-to-many
atomic-valued function set-valued function
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Objects only assigned values
for attributes owned by
objects' owner tenant

trustedTenants

oattOwner
User attributes assigned

values from owning tenant objOwner
and trusted tenants
>0~
_—_— — —
Association  Access Decision  Many-to-one Many-to-many
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> Attribute Functions

FEach attribute function uatt € UATT is modiﬁed to be a .pd;r‘tiai function.

Scope(uatt) if attType(uatt) = atomic
tt ATT.uatt : ;

Vuatt € U ua U — {chape(uatt) ?‘3](. (LttType(uatt) — set

uatt(u : U) is defined only if (uattOwner(uatt) = userOuwner(u)) V

(uattOwner(uatt) € trustedl enants(userOwner(u))).

Fach attribule funclion oall € OATT is modified To be a partial function.
Scope(oatt) if attType(oatt) = atomic

Yoatt € OATT.oatt : O cope Ly

od od - {2'5":“1"5(”““}| if attType(oatt) = set
OATT(o: O) is defined only if oattOwner(oatt) = objOuner(o).

» Authorization Policy

Va € A, Authorization,(u : U,o : Q) is a propositional logic predicate (using
language defined in ABACy), with the additional required condition that
uattOwner(uatt(u)) = oattOwner(oatt(o)) V oattOwner(oatt(o)) € trusted-
Tenants(uattOwner(uatt(u))) which must always be included in conjunction
with all other requirements.
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User attributes assigned

>Attribute Functions values from owning tenant

and trusted tenants

FEach attribute function uatt € UATT is modiﬁed to be a partiglfunction.
Scope(uatt) if attType(uatt

Vuatt € UATT .uatt : U — {QSCGFE(MM if attTypelardll) = set

uatt(u : U) is defined only if (uattOwner(uatt) = userOuwner(u)) V

(uattOwner(uatt) € trustedl enants(userOwner(u))).

Fach attribule funclion oall € OATT is modified To be a partial function.
Scope(oatt) if attType(oatt) = atomic

1t ATT.oatt : . Sy
voatt € O oalt: O = {2'5 copeloatt) i f qttType(oatt) = set
OATT(o: O) is defined only if oattOwner(oatt) = objOuner(o).

» Authorization Policy \

Va € A, Authorization,(u : U,o : Q) is a prc Objects only assigned values ng
language defined in ABAC,), with the adc for attributes owned by at
uattOwner(uatt(u)) = oattOwner(oatt(o)) v objects' owner tenant °d-
Tenants(uattOwner(uatt(w))) which must always be included mn conjunction
with all other requirements.
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> Attribute Functions

FEach attribute function uatt € UATT is modiﬁed to be a .pd;r‘tiai function.
Scope(uatt) if attType(uatt) = atomic

Vuatt € UATT .uatt : U — {QSCGFE(MM if attType(uatt) = set

uatt(u : U) is defined only if (uattOwner(uatt) = userOuwner(u)) V

(uattOwner(uatt) € trustedT enants(userOwner(u))).

rach attribute function oalt € OALT 15 modified to be a pmfml fwmtmﬂ
Scope(oatt) i f attTyp:

Vﬂﬂtt E OATTDﬂ;tt B O {2560p£(0&ti} ,{.f attT

OATT(o: O) is defined only if oattOwner(oatt) = «  owner one tenant or trust

. . . exist between them
» Authorization Policy

User and object attribute

Va € A, Authorization,(u : U,o : Q) is a propositiongitogic predicate (using
language defined in ABACy), with the additig required condition that
uattOwner(uatt(u)) = oattOwner(oatt(o)) V oattOwner(oatt(o)) € trusted-
Tenants(uattOwner(uatt(u))) which must always be included in conjunction
with all other requirements.
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» Tenant-trust type-a

oIf T, 2, Ty, tenant T, is authorized to assign values
for T,'s user attributes to tenant Tg's users. Tenant
T, controls tenant-trust existence and cross-tenant
attribute assignments.
()

| _ 1
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» Tenant-trust type-y

“If Ty, 9, Tg, tenant Ty is authorized to assign values

for T,'s user attributes to tenant Tg's users. Tenant
T controls tenant-trust existence while Ty controls
cross-tenant attribute assignments.

| _ 1
1 _ - 1
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MT — RBAC Model Structure

PRMS

«— —
Many-to-one relation Many-to-many relation
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MT — RBAC Model Structure UTSA

Users, Roles, and Objects
TT owned by tenants

PRMS

«— —
Many-to-one relation Many-to-many relation
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User-assignment is same
tenant or user owner tenant
trusts role owner tenant

If Ty 2 Tg, tenant Ty is
authorized to assign T4's
users to Tg’s roles

PRMS

«— —
Many-to-one relation Many-to-many relation
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> Role as attribute

A set-valued attribute function UserRole; where j
represents owner tenant.

“*A set-valued attribute function ObjRole;; where i
represents an operation and k owner tenant.

> Authorization

Authorization; (u : Uyo : O) = \J  |userRolei(u) N objRole; j.(0) #
k=1,...,|T)

O A (tr = userOwner(u) V ty € trustedT enants(userOwner(u))].
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» Multi-tenant attribute-based access control model

s Collaboration is enabled through cross-tenant attribute
assignment.

**Trust as a required attribute function.
**Isolated attributes within tenants.

» Future Work

**Other trust types.
¢ Multi-cloud environments.
**Relaxing object attribute assignments.
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