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Abstract—The concept of risk-based adaptive access control
(RAdAC, pronounced Raid-ack) has been recently introduced in
the literature. It seeks to automatically (or semi-automatically)
adjust security risk for providing access to resources accounting
for operational needs, risk factors and situational factors. In
order to make progress in this arena we need abstract models
analogous to those that underlie the sustained and successful
practice of discretionary, mandatory and role-based access con-
trol. Such models define a formal structure and components for
policy specifications, while allowing for a variety of enforcement
architectures and detailed implementation. In this paper we
develop a novel approach to capture these characteristics of
RAdAC using attribute-based access control. We further show
that this RAJAC model can be expressed in the UCON usage
control model with suitable extensions, and discuss how other
UCON elements not used in this construction could beneficially
improve the RAdAC vision.

Index Terms—Access control, Risk-Adaptive Access Control,
RAdAC, Risk-Based access control, Usage Control, UCON

I. INTRODUCTION AND MOTIVATION

Risk Adaptable Access Control (RAdJAC) is an emerging
concept in access control, conceived in context of modern
large-scale computing environments such as the US Depart-
ment of Defense Global Information Grid (GIG). The vision
for such systems is a globally interconnected, end-to-end set
of information capabilities for collecting, processing, storing,
disseminating, and managing information on demand [15],
[16]. This requires a dynamic balance between the need to
access information in view of mission priorities, risk and
cost of information compromise, and overall operational and
threat status of the system. Similarly, in the commercial sector
businesses are increasingly providing access to information
and services over multiple platforms while adjusting the level
of access and consequent risk. Today this is often done on
a relatively static basis, such as whether or not a particular
personal computer (PC) has previously interacted with the
system for a given user, or whether user access is from a
smartphone or PC. In applications such as healthcare, dy-
namic adjustments can improve service delivery especially in
emergency situations. In the bigger consumer space businesses
can provide additional functionality and conveniences to their
customers through RAdAC.

In general, the risk of granting a specific access to a user
varies depending on the type of access or transaction being
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requested by the user and the environment from which the
user is requesting it. For example, the one-time display of a
classified document on a secure computer terminal to a cleared
individual in a highly physically secure facility is inherently
less risky than providing that same individual the ability to
copy that document on to removable media or providing
the same individual the ability to print that document [13].
Similarly, allowing a user to make a payment from a PC that
the user has previously used during hours that are normal
for that user is inherently less risky than allowing the same
transaction from an unknown PC. RAdAC brings this concept
of risk, from all the components used for access, into the
access control decision process. In addition, it also brings the
concepts of operational need and situational factors into the
access control decision process. The concept of operational
need is usually addressed as need-to-know in the literature and
can be represented at a coarse grain as a person’s membership
in some community of interest or an organization. Situational
factors are defined as the environmental or external conditions
under which the access decision is being made.

The concept of RAJAC was introduced in [12] wherein
the impediments of traditional access control approaches to
sharing of information and the main conceptual characteristics
of RAJAC were discussed, but without articulation of a precise
formal model. The MITRE Report [13] recommends focus
on risk and proposes three guiding principles: measuring
risk, establishing acceptable levels of risk and ensuring that
information is accessible at acceptable risk levels. Cheng et
al [5] introduce methods that can be used to quantify risk
associated with information access, and give a case study
for implementing a multilevel security access control model
(Fuzzy MLS). Ni et al [14] further buils on the Fuzzy MLS
example by introducing risk estimations and fuzzy inferences
for risk-based access control models.

The main contribution of this paper is to specify a formal
framework in terms of the components and their interactions
to develop abstract models for RAJAC. The models proposed
in this paper are at the policy layer, and do not lay out
enforcement architectures and implementation details [10],
[23]. We believe that such abstract models are needed to
make progress in this area similar to those that underlie the
successful practice of discretionary, mandatory and role-based



access control (RBAC) models. For example consider the
abstract models for RBAC presented in [22] which inspired a
sizable literature based on it. NIST proposed a RBAC standard
in [7], administrative models for RBAC were proposed in [6],
[17], [18], [21], separation of duty constraints in RBAC were
explored in [2], [8], [11], [24], workflow models based on
RBAC were discussed in [1], [4], [9], and delegation models
for RBAC were proposed in [3], [26]. All of these extensions
and enhancements have been accomplished based on a formal
RBAC model that was first proposed in [22]. Similarly, the
groundwork developed in this paper aims to provide the formal
and structural foundations to further develop RAdAC.

The paper is organized as follows. In section II, we review
the core characteristics of RAdAC as specified in [12]. In
section III we list the components that are needed to satisfy
these characteristics and illustrate their interactions. Section IV
gives a formal definition of our attribute-based RAdAC model.
In section V, we describe the usage control (UCON) model and
show that by adding suitable features and components it can
capture the characteristics of RAdJAC. We also discuss how
aspects of UCON that are not directly used in this construction
can beneficially improve the RAJAC vision. Section VI gives
our conclusions and directions for future work.

II. CORE CHARACTERISTICS OF RADAC

In this section, we review the core characteristics of RAJAC
which are stated as follows in [12].

1) Operational Need: Operational need is the reason for
the user access. It can manifest itself in many ways in
an access decision, e.g. at a coarse grain it could be
represented by a user’s membership in some community
of interest or group. It can also be viewed as a supervisor
or other approving authority attesting to a user’s need to
have access to specific information. In RAdAC, it is pro-
posed that this characteristic convey some quantifiable
measure in determining the access decision.

2) Security Risk: Security risk is described as a real time,
probabilistic determination of risk. It is calculated from
various factors such as trustworthiness of users, the
protection capabilities and robustness of IT components,
the operating threat level of the environment, and the
access history. In RAdAGC, it is proposed that the security
risk evaluation be based on risk associated with each of
these components, as well as a composite risk.

3) Situational factors: Situational factors are conditions
under which the access decision is being made. National,
enterprise or local situations may determine these con-
ditions. For example, the national terrorist threat level
may be considered a situational factor for access that
could restrict or loosen access rules. In RAdAC, it is
proposed that situational factors be considered along
with operational need and security risk in making access
control decisions.

4) Adaptable Access Control Policy: Access Control Poli-
cies specify the rules for access control for various
classes of information objects under different conditions.

In RAdAG, it is proposed that the access control policies
be adaptable as access decision are made on acceptable
levels of risk based on operational needs and situational
factors.

5) Heuristics: Heuristics can be used to help fine-tune
access control policies and improve future access deci-
sions. For example knowledge of compromises that have
resulted under various access decisions in the past, may
help to more accurately determine risk and make better
decisions. In RAdAC, it is proposed that heuristics be
considered in the access decision process.

III. COMPONENTS OF RADAC

In this section, we describe the components needed to model
RAdAC and illustrate them in Figure 1. We also discuss how
these components can capture the RAJAC characteristics. (In
Figure 1, a solid arrow with a single arrowhead indicates a
relation which has one element at that end whereas a double
arrowhead indicates a relation which has many elements at
that end, allowing us to visually distinguish one-to-one, one-
to-many and many-to-many relations.)

The core components required to model RAJAC are iden-
tified as users, devices, purposes, objects, operations, connec-
tions, sessions and local and global situational factors. We
require that the components users, devices, objects, purposes,
operations, and connections have attributes which are proper-
ties (or distinguishable characteristics or capabilities) that are
used for making the access decisions. We define situational
factors as functional predicates that evaluate to true or false.
The components relate to the above core characteristics of
RAdAC as follows.

A. Component for Operational Need

We use the term Purpose (or Mission) to capture the charac-
teristic of determining “Operational Need”. We think that this
is more appropriate terminology to capture this concept. We
define Purpose as the reason for the user’s access request. An
example where purpose attributes are used for making access
control decisions is when a bank employee’s request for access
to a customer’s account is granted only if there is a certified
record of the customer’s consent to access the record [12]. In
the previous section, it was stated that there are many ways
in which Purpose can manifest in an access decision, e.g., it
could be a user’s membership in a role or it could be that an
authority is attesting to a user’s need to access the object. In
our abstract model, we consider Purpose as an attribute as it
could cover both these and other use cases. The first one can
be viewed as a user’s explicit membership in a role and in
the second case an authority’s attestation for the user’s need
for access could grant the user a membership in the desired
role. More generally fine-grained Purpose could be asserted by
the user. For example, emergency treatment could be asserted
as a Purpose in healthcare scenarios. Similarly, an impending
power emergency could be asserted as a Purpose in industrial
control systems.
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B. Components for Security Risk

We define the following components to capture “Security
Risk”.

User: A User is defined as an entity that is requesting
access. Although the concept of a user can be extended to
include machines, networks, or intelligent autonomous agents,
for simplicity we limit a user to a human being. We assume
that the users and other components listed below are defined
and represented by their attributes. Examples of user attributes
include user’s identity, user’s security clearance, and so on.

Device: A device is defined as a computing device from
which a user is requesting access. Examples where attributes
of a device are used in making access control decisions are
a user’s access to on-line banking account is restricted to a
pre-registered mobile device or an organization’s policy allow
VPN access to employees from a device registered in its
domain.

Object: We define an Object as an entity that contains or
receives information. Example of object attributes include the
object security label (or classification).

Operation: We define Operation as an executable action,
which upon invocation executes some function for the user
on the object. Examples of operation attributes include the
type of operation such as privileged, sensitive or normal and
so on. The example from the Introduction section where
a one-time display of a classified document on a (secure)
computer terminal to a (cleared) individual is inherently less
risky than providing that same individual with a paper copy
(print operation) of the same document illustrates how the
access control decision can be based on operation attributes.

Connection: We define Connection as any transport or
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communication channel on the user’s device over which an
operation is performed on an object. Examples of connection
attributes are authentication strength, encryption key size and
encryption algorithm.

Attribute Providers and Level of Assurance: One important
aspect in determining security risk is the trust aspect of the
attributes values. This trust can also be viewed as the assurance
a relying party has in the attribute values asserted by the
attribute provider. The assurance depends on two factors: the
assurance in the provider of the attribute and the strength of the
binding between the attributes and their values. An Attribute
Provider may also assert different levels of assurance for a
given attribute so the level of assurance asserted by an attribute
provider also becomes an important factor in determining risk.

C. Component for Situational Factors

We define Situational Factors as environmental or system-
oriented decision factors. We distinguish between two types
of situational factors: Local Situational Factors and Global
Situational Factors. A situational factor such as the national
terrorist threat level is a Global Situational Factor. Situations
related to a particular user or a group of users such as location,
current local time for accessible time period (e.g., business
hours), current location for accessible location checking (e.g.,
area code, connection origination point) are considered to be
Local Situational Factors. In our model, we define Situational
Factors as functional predicates that can be evaluated to be
true or false.

D. Component for Heuristics

We define Access History as a function to capture the
characteristic of “Heuristics”. The Access History Function



performs the following two tasks. First it updates the object
access history repository with the attributes in the access
request and the access control decision, and second it provides
access to this data for making future access decisions.

E. Components for Adaptable Access Control Policies

Adaptable access control policies can be defined based on
all the components defined in this section. Purpose is defined
to capture user’s need to access an object. Various other
components such as device and connection, are defined to
capture the security risk. Situational factors are defined to
capture various conditions under which an access decision
can be made and access history is defined to capture the
access decisions that are made and also to provide input to the
access decision process. Our model also allows for an override
process where by an approved authority can override an access
decision made by the system under specific conditions.

IV. RADAC ABSTRACT MODEL

We define the components described above formally and
show how some sample adaptable access control policies can
be defined in this model.

Definition 1: U, D, OBS, OPS, C, P and S are fixed sets
of users, devices, objects, operations, connections, purposes
and sessions respectively. Situational factors are functional
predicates that evaluate to true or false.

session is defined as a four tuple < u;,d;, px,c; > where
u; € U, dj € D, pp € 28 and ¢, € 2C. That is, a session
is associated with a single user and single device but can be
associated with multiple purposes and multiple connections.

To formalize the attribute definitions we use the algebra
introduced in [20]. We assume a vocabulary X of attribute
names and domains. Each attribute is assumed to have a name
a, a value in a domain denoted dom(a), the identity of the
attribute provider ap and a level of assurance loa (if asserted
by the attribute provider). UA, DA, CA, PA, OPA and OBA
are user attributes, device attributes, connection attributes,
purpose attributes, operation attributes and object attributes
respectively.

Definition 2: Access Request (R) : An access request is of
the form R =
{(ap1,a1,v1,loar), (aps,as,va,loas), ... (apy, ak, vk, loa)]
(api, ai,vi,loa;) € UA|JDAYCAUPAUJOPA|JOBA
for 1 <i <k}

Definition 3: Access Control Policy: A policy P is a function
P : R — E from the domain of requests R onto the domain
of decisions F, where E = {permit,deny}.

Definition 4: Access Decision Function: We also define an
access decision function ADF() which applies all applicable
access control policies to an access request and returns an
access decision. The ADF'() function in turn implements a
combining algorithm combine_f (), which combines the de-
cision results returned by the access control decision function
of each policy and makes a final access decision. An access
request is permitted if the final access decision is permit and
denied otherwise.

ADF(r) = combine_f{ADF(P1(r)), ADF(P2(r)), ...
ADF(Pm(r))} = {permit, deny}

Definition 5: Access History is a function performing the
following two tasks: first it updates the object access history
repository with the attributes in the access request and the
access control decision and second it provides access to this
data for making future access decisions. The Risk Evaluation
Function takes as input the request and Access History for the
request and returns a risk value. The quantified risk value (rv)
of a request is defined as:

roy(ry) =
RiskEvaluationFunction(ry, Object AccessHistory(ry))
Example: Consider a modified MAC policy stated in [12].
A user’s request to read a classified object is permitted only
if the user’s clearance equals or exceeds the classification
of the object; the user has a documented need-to-know for
accessing the object; the INFOCON level is at 3, 4, or 5;
and the DEFCON level is at 3, 2, or 1. To this example, we
add the condition that the risk level is acceptable (less than
a specified value say x1). The determination of the risk level
considers factors such as the device of the user (authorized
secure device or unsecured device), the facility from where
the user is accessing (secure facility, or unknown facility),
the location of the user and also the access history for such
requests. Policy P1 can be expressed as:

permit :

if

RiskEvaluationFunction(r) < x; A
operation = read A

INFOCON Level > 3 N

DEFCON Level <3 A
(SubClearance(r) >
ObjClassification(r))

Pi(r) =

deny :
Otherwise

where r is a request of the form{(apl,al,vl,loal),
(ap2,a2,v2,l0a2), (ap3,ad,v3,loa3)} and x; is the maxi-
mum risk value acceptable for policy P1.

There can be numerous ways of expressing the RiskE-
valuationFunction depending on the system risk tolerance
requirements. For example, Fuzzy MLS [5] quantifies the
risk of an access request based on a sigmoid function on
the difference between a subject’s clearance and an object’s
security label. Ni et al [14] provide a general methodology to
implement customized risk-based access control by specifying
fuzzy rules and show that access risks can be estimated from
fuzzy inferences. Wang and Jin [25] propose a novel risk-
quantification method for patient privacy protection in health
information systems. In this paper, we are not trying to develop
or propose ways for calculating risk of each access transaction.
Our focus is to develop abstract models for RAJAC and as
such keep these concrete details outside the direct scope of
this paper.



V. INTERPRETING THE RADAC MODEL IN UCON

So far, we have described the concepts of RAJAC and
the components needed to express the RAJAC model. This
raises an important question: can these concepts be supported
by other attribute based access control models. We show
that by appropriately defining the components needed we can
interpret RAJAC characteristics with attribute based access
control models such as UCON [19] . We selected UCON to
simulate RAJAC due to its strong expressive power and policy
specification flexibility. We start with a brief introduction of
the concept of UCON and present a modified UCON model
for RAJAC.

A. UCON Overview

The UCON model has six components: subjects and their
attributes, objects and their attributes, rights, authorizations,
obligations, and conditions. Authorizations, obligations, and
conditions are components of usage control decisions in
UCON. Authorizations are predicates based on the attributes;
obligations are activities that have to be performed by subjects
before or during an access; and conditions are system or envi-
ronment restrictions that are imposed either before or during an
access. The most important properties that distinguish UCON
from traditional access control models are continuity of usage
decisions and mutability of attributes. Continuity means that
control decisions can be determined and enforced not only
before an access but also during the period of the access
and mutability of attributes means that subject and/or object
attributes can be updated as the result of an access [19], [27].

B. Mapping RAdAC components in UCON

Before we can specify UCON policies for RAdAC, there
are some key components and concepts that are missing in
UCON. In this section we identify them and propose adding
them to UCON to accommodate RAdAC. The key missing
items are: (1) Subject definition, (2) Access History and (3)
Risk Evaluation.

Subject definition: In UCON, a subject is defined as rep-
resenting an individual human being with attributes [19]. We
propose decomposing this generic definition into components
needed for RAJAC which are users, device, purpose and
connection. The session concept described in sections III and
IV will combine these components for the purpose of capturing
some of the characteristics of RAJAC.

Access History: One important characteristic of RAdAC is
to consider the knowledge of past access control decisions
in making each subsequent access decision. In UCON, the
concept of such a feature is not defined although it can be
partially captured via mutable attributes which change as the
history unfolds. We propose adding this explicitly to UCON.

Risk Evaluation: Another important characteristic of
RAJdAC is the consideration of security risk for each access
transaction. The UCON model compares attributes needed and
their values and does not have this concept of quantifying risk
for an access decision. We propose adding this as well feature
to UCON.
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Fig. 2.  UCON model with RAJAC Components

The components of RAJAC can be mapped to the extended
UCON model with the decomposed subject definition as
follows. The components of users, devices, purposes, objects
and connections are same in both the models. The RAJAC
component global situational factors can be captured in terms
of UCON conditions. Additionally, RAdAC local situational
factors can be expressed by subject attributes. The operations
component in RAJAC is similar to the rights component in
UCON. Authorizations and Usage Decision components in
UCON is similar to the component of Access Enforcement
and Decision depicted in Figure 1. The functions of Risk
Evaluation and Access History in RAdAC become part of the
Authorizations component in UCON so that the Authorizations
component can evaluate risk for usage decisions. Figure 2
illustrates the extended UCON model.

C. Extending the UCON Principles to RAJAC

From the perspective of UCON, the concepts of attribute
mutability and decision continuity are missing in RAdAC.
We believe that these are important concepts that need to
be considered for effective RAJAC. The concept of attribute
mutability is important as attributes can change as a side effect
of subjects access to objects. For example mutable attributes
are credits/capabilities (e.g., $10 worth usage, five times per
day, print twice), security clearance with relaxed (weak) or
no tranquility, usage log (e.g., already read portion cannot be
read again), and so on [19]. Decision Continuity is important
as there is a need to continuously check (after a system grants
access) in case certain attributes or situational factors changed
and requirements for access are no longer satisfied. These
concepts do not change the RAJAC components depicted in
Figure 1, since we assume that the attribute providers assign
the values. For mutable attributes that change as a side effect
of access the access control system itself could be considered
as an attribute provider. To maintain decision continuity the
Risk Evaluation and Situation Factors components have to be

\\J



monitored repeatedly during the period of the access to ensure
the access requirements are satisfied. In our opinion the UCON
model with the decomposed subject definition and the added
functions of access history and risk evaluation is most suitable
for modeling and implementing the RAdAC concept.

VI. CONCLUSION AND FUTURE WORK

In this paper we presented some preliminary concepts of
RAdAC and showed that it can be expressed with a suitably
extended form of UCON. It is our belief that RAJAC prin-
ciples of real-time, adaptable, risk-based access control ad-
dresses real world scenarios where risk is an important factor
in making access decisions. We did not include architecture
and implementation issues in this paper and purely focused
on the abstract models following the practice of keeping the
model, architecture and implementation layers distinct.

The work presented in this paper can be extended along
several directions. One such possible direction could be mov-
ing towards enforcement and implementation by defining
the architecture, protocols and mechanisms for the proposed
models. Another possible direction could be to look into the
area of evaluating risk values for access transactions. The
important question in this area would be to ask how can one
be sure that a given RiskEvaluationFunction will perform as
expected.
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